C Kax/1bIM IOZIOM MOJIOIEKH B UHTEPHETE CTAHOBUTHCS 0OJIbIIIE, A IIKOJIBHUKH OJTHU U3 CaMbIX
aKTHBHBIX ITOJIb30BaTesne Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEM, IHTEepHET HEceT U MpoOIIeMbl. DTa MaMATKA JOJDKHA IOMOYb BalleMy peOeHKY
HaXOJUTHCS B CETH.

KOMIIBYOTEPHBIE BUPYChHI

KomnbproTepHbIil BUPYC — 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX IPOTrPaMM, OTINYUTEIbHOU
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTH K pa3MHOXKEHHIO. B ononHeHue k 3Tomy,
BUPYCHI MOT'YT TIOBPEUTH UITU MOJTHOCTHIO YHHUYTOKHUTH BCE (DAiNIbI U TaHHBIE,
MOJIKOHTPOJIbHBIE TIOJIL30BATEII0, OT UMEHU KOTOPOro Obliia 3amylieHa 3apakEHHas Iporpamma,
a TaKKe MOBPEIUTh WIN JaKe YHUYTOKUTH OMEPAIIMOHHYIO CUCTEMY CO BceMHu (aiiiamu B
1esoM. B O0NbIIMHCTBE CllydaeB pacnpoCTPaHSIIOTCS BUPYChI Uepe3 HHTEPHET.

METOIbI 3BAIIUTHI OT BPEAOHOCHBIX ITPOI'PAMM:

Hcrnonb3yil COBpeMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOLUE CEPbE3HBIN YPOBEHD 3aILUTHI OT
BPEJOHOCHBIX IIPOIPaMM;

[TocTostHHO ycTaHaBNMBal aTyu (UQPPOBBIE 3AIUIATKH, KOTOPBIE ABTOMATUYECKH
YCTaHABJIMBAIOTCS C [EJBIO JOPAOOTKH MPOTPaMMBbI) U Ipyrue OOHOBJIICHHS CBOCH
OTIeparMoHHON crcTeMbl. CKaurBai UX TOJIBKO ¢ OPHUIHAILHOTO caiita pa3padorunka OC. Eciu
CYIIECTBYET PEKHM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIIOYH €T0;

PaboTaii Ha cBOeM KOMIIBIOTEPE MO/ ITPaBaMU T0JIb30BATENIS, @ HE aIMUHUCTPATOpa. DTO HE
TIO3BOJIUT 6OHBHII/IHCTBY BPCAOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATHCA HA TBOEM IMEPCOHAIBHOM
KOMITbIOTEPE;

I/ICHOJIB3YI>'I AHTUBUPYCHBIC ITPOTrPAMMHBIC ITPOAYKTHI U3BCCTHBIX HpOI/I3BO,Z[I/ITCHeI>'I, C
aBTOMATHYCCKUM OOHOBJICHUEM 633;

Orpannyb pU3HUECKUI TOCTYI K KOMIBIOTEPY /ISl TOCTOPOHHUX JIHII;

Hcnonp3yil BHEIIHME HOCUTENH UH(DOpMaLIUY, TaKue Kak QuielIKka, TUCK WiK (aiin u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

CETU WI-FI

Wi-Fi - 310 He BuJ mepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb Open 1, Mapka. Eme B 1991
rojy HUAepIaHACKas kommnaHus 3apeructpuposaia openg « WECA», uro 0603Ha4amo
cnoBocouetanne «Wireless Fidelity», KOTopslii mepeBoIUTCS Kak «0ecrpoBOIHASI TOYHOCTHY.
Jlo Harero BpeMeHH JIoIuIa Japyras abOpeBuarypa, KoTopas sSBISETCS TAKOW ke TEXHOJIOTUEH.
Ot1o0 ab6peBuarypa «Wi-Fi». Takoe Ha3BaHUE OBUIO 1aHO C HAMEKOM Ha CTaHJapT BHICIINN
3BykoBo#l TexHuku Hi-Fi, uTo B mepeBojie 03Ha4aeT «BbHICOKAsI TOYHOCTHY.

Ja, GecryiaTHBIM HHTEPHET-AOCTYII B Kade, OTENAX U a3poropTax SBISETCS OTINYHOMN
BO3MOYKHOCTBIO BBIXO/Ia B MUHTEpHET. HO MHOTHE 3KCIIepPThI CYMTAIOT, UTO 001 0CTyITHbIE Wi-
Fi cetu He aBns0TCS 6€30MaCHBIMHU.

COBETHI 11O BE3OITACHOCTHU PABOTE B OBHIEJOCTYIIHBIX CETAX WI-FI:

He nepenasaii cBoro nuunyto nHhopmaimio yepes oomenocrymnubie Wi-Fi cetu. PaboTtast B Hux,
JKCJIATCIIBHO HC BBOAUTD IAPOJIA JOCTYIIA, JIOTUHBI 1 KAKHUC-TO HOMCEPA,



Hcnonb3yit 1 0OHOBIISIN aHTUBUPYCHBIE ITPOrpaMMbl U Opanamayep. TeM cambIM ThI
obe3omacuib ce0st OT 3aKauKK BUPYyca Ha TBOE YCTPOICTBO;

[Tpu ucnonb3oBannu Wi-Fi otkmoun Gyaknuro «O0muid 1oCTy K (aiiam u mpuHTepam».
JlaHHas GyHKIUS 3aKphITA [0 YMOITYAHHIO, OJTHAKO HEKOTOPHIE MOJIb30BATEIN aKTUBUPYIOT €€
JU1s1 y100CTBa MCTIONIb30BaHus B paboTe Wi y4eoe;

He ucnione3yit myOmmunsiit WI-FI st nepenaun TMYHBIX JaHHBIX, HAIIPUMEp 7S BBIXOJA B
COLIMAJIbHBIEC CETU UJIM B DJIEKTPOHHYIO 110UTY;

Hcnonp3yit Toapko 3amuiiennoe coenquuenne yepe3 HTTPS, a ne HTTP, T.e. npu Habope BeO-
azpeca BBOIM UMEHHO «https://»;

COIIMAJIBHBIE CETU

CoryanbHbIe CETH aKTUBHO BXOJST B HAIly KH3Hb, MHOTHE JIFOJIH pa0OTAIOT U )KUBYT TaM
MOCTOSIHHO, a B Facebook yike 3aperucTpupoBaH MUJLIHAP,T YCIIOBEK, UTO SBJISCTCS OJTHOM
CEIbMOI BCEX KHUTENEH IUIaHeThl. MHOTHE [0Jb30BaTEIH HE IIOHMMAIOT, YTO HH(pOpMALIH,
pasMClICHHasd UMH B COIMAJIBHBIX CCTAX, MOXKCT 6I>ITI) HaﬁHeHa " UCII0JIb30BaHa K€M yroaHo, B
TOM YHCJIE HE 00S3aTEIbHO ¢ OJIaruMu HaMEPEHHUSIMH.

OCHOBHBIE COBETHI 1O BE3OITACHOCTH B COUUAJIBHBIX CETAX:

OrpaHudb CIUCOK Apy3ei. Y TeOs B IPY3bsiX HE JOJDKHO OBITH CITyYaiHBIX U HE3HAKOMBIX
JIIOJIEH

3amuiai cBoro YacTHYIO ku3Hb. He yka3piBail mapoiu, TesedoHsbl, aapeca, 1aTy TBOETO
POKIEHUS U IPYTYIO JUUHYI0 HHPOPMAIUIO. 37I0YMBIIUIEHHUKH MOTYT MCIIOJIb30BaTh J1aXe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3amuiai cBor penyTaluio - Aep>Ky ee B YMCTOTE U 3a/1aBail cede BOMpoc: XOTe Obl Thl, YTOObI
JpyTHe MOJIb30BaTEIN BUIEIH, YTO Thl 3arpyxaeiib? [Toxymaii, mpexae yeM 4To-To
OITyOJIMKOBATh, HAMMCATh U 3aIPy3UTh;

Ecnu 11 TOBOpHUIIb C JIFOAbMHU, KOTOPBIX HE 3HACHIb, HC HCHOHBSYﬁ CBOC PCAJIbHOC UM U
APYT'YHO JINYHYIO I/IH(I)OpMaI_II/II/IZ UMs, MECTO JKHUTCIILCTBA, MCCTO y‘le6H " TIpoUce;

N36erait pazmemenus Gororpaduii B UuTepHeTe, rae Thl H300pakeH Ha MECTHOCTH, TI0O KOTOPOM
MO3KHO OIPENIEIUTh TBOE MECTOIOIOKEHUE;

[Ipu peructparuu B COIMAIBHON CETH HEOOXOIMMO UCIIOIB30BaTh CIIOKHBIC TAPOJIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

OJIEKTPOHHBIE IEHBI'M

SJICKTpOHHLIC JACHbBI'M — 3TO OYCHb yIlO6HBII‘/1 CII0c00 HHaTe)KCI\/'I, OZIHAKO CYIICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH OTU ACHBI'U.

DJIEKTPOHHBIE I€HbIY MOSBUIIMCh COBCEM HEJABHO U UMEHHO M3-3a 3TOI0 BO MHOTHX
rocyJapcTBax JIo CHX IMOp HE MPOMUCAHO MPO HUX B 3akoHax. B Poccuu sxe onn
(GYHKIIMOHUPYIOT U O HUX YK€ MTPOIKCAHO B 3aKOHE, TJIe UX PA3ENISIIOT Ha HECKOJIBKO BUJIOB —
AQHOHMMHBIE U HE aHOHHUMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
pas3pemiaeTcs MPOBOIUTE oreparuy 0e3 uAeHTH()HUKAINY T0JIH30BaTENs, 4 B HEAHOHMMHBIX
UACHTU(DUKAIIY TT0JIH30BATENS SBISIETCS 00s13aTEIbHOM.



Taxxe crneayeT pa3nudarh dJIeKTPOHHBIC (PMaTHBIC ACHBIY (PaBHBI TOCYAAPCTBEHHBIM BAIIIOTAM)
U JIEKTPOHHbIE He(puaTHbIe NEHbI (HE paBHBI TOCYAAPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETbHI 11O BE3OITACHOM PABOTE C DJEKTPOHHBIMH
JAEHBI'AMMUA:

[TpuBsoxu K cueTy MOOMIIBHBIN TeneoH. DTO caMblil yIOOHBIN U OBICTPBIN CIIOCO0
BOCCTaHOBUTH JIOCTYII K c4ery. [IpuBsi3aHHbIN TenedoH MOMOXKET, €Cli 320y 1elib CBOI
IJIATEKHBIN [MAPOJIb UM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

Hcnonw3yit ogqHopa3oBsie mapoiu. [Tociie nepexo/ia Ha YCHIIGHHYIO aBTOPU3AIIUIO TEOE yiKe HE
OyJleT yrpokaTh OMACHOCTh KPaXKH WM MepexBaTa IIaTeKHOTO MapoJis;

Br16epu cnoxxubIi 1aposib. [IpecTymnmankaM OyeT He IPoCTo yrajaTh CIOXKHBIN Mapoib.
Hanexubie maponu — 3T0 maposiv, KOTOpPhIE CoJIepKaT HE MEHEe 8 3HAKOB M BKIIIOUAIOT B CEOst
CTPOYHBIE U MPOMUCHBIE OYKBBI, U(PHI U HECKOJIBLKO CUMBOJIOB, TaKHE KaK 3HAK J0JUIapa,
¢dyHTa, BOCKJIMIIATEIbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

He BBOM CBOM JTUYHBIC JJAHHLIC HA caﬁTax, KOTOPBIM HC TOBCPACIIDb.

OJIEKTPOHHAS ITOYTA

DNEKTPOHHAs IOYTa — 3TO TEXHOJIOTHUS U NMPEAOCTABISIEMbIE €10 YCIYTH 110 IEPECHUIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHH, KOTOPBIE PACTIPEACISIOTCS B KOMIIBIOTEPHOW CETH.
OOBIYHO AJIEKTPOHHBIN OYTOBBIN SIIKK BBIVIAIUT CIEAYIOLIUM 00pa3oM:
uMs_TIOJIb30BaTeNnss(@umMsi_noMeHa. Takke Kpome nepeaayu mpocToro TeKCTa, UMeeTcst
BO3MOXKHOCTb NepeaaBaTh (paissl.

OCHOBHBIE COBETHI ITO BE3OITACHOM PABOTE C 3JIEKTPOHHOM MMOYTOM:

Hano BbIOpaTh MpaBUIIbHBIN TOYTOBBIN CepBUC. B MHTEpHETE ecTh OrpOMHBII BHIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIYUIIE T0BEPSITh TEM, KOTO 3HAEIIb U KTO MEPBHIi B
peuTHHrE;

He yxa3piBaii B 1MuyHO# nourte 1nuHyro HHGopMaruio. Hanpumep, syuiie BEIOpaTh
«My3bIKaNIbHBIN _(panaT@» i «pok2013» BMecTo «remal3;

Hcnonb3yil ABYX3TaIllHYI0 aBTOPU3ALIMIO. TO KOTAa IOMUMO MapoJisl HY’KHO BBOAUTH KO/,
IpUChUTaeMbIi o SMS;

Br16epu criosxHbIN 11aposib. st Ka)a0ro MOYTOBOTO SIIIUKA JOJKEH OBITh CBOM HAJC)KHBIMN,
YCTOWUMBBIN K B3JIOMY 1apOJIb;

Ecnu ecTb BO3MOKHOCTB HAaIIMCATh CAMOMY CBOM JINUHBIN BOIIPOC, UCITOJIB3YH 3TY BO3MOXKHOCTB;

Hcnonb3yit HECKOIBKO TTOYTOBBIX SIIIUKOB. [1epBbIit 17151 4aCTHOM MEPENICKH C aapecaTaMu,
KOTOPBIM ThI TOBCPSCHID. 9T10 BHGKT”pOHHBIﬁ ape€C HE HAJ10 UCITIOJb30BaTh IIPU PETUCTPALlUX Ha
dbopymax u caiftax;

He otkpsiBaii (aiinsl 1 Jpyrue BIOKEHUS B MUChMax Ja)Ke €CJIM OHU MPUIILTH OT TBOUX JAPY3€eH.
Jlydiie yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (hailibl;

[Toce okoHuaHus pabOTHI HA TOYTOBOM CEPBHCE MEPE/] 3aKPHITHEM BKJIQJIKU C CATOM HE
3a0yap HaXXaTh HA «BBIATHY.

KUBEPBYJUIMHI MJIN BUPTY AJIBHOE U3AEBATEJILCTBO



KuGepOynnuHr — npecneoBaHue COOOLICHUSAMH, COIEPIKAIIMMHU OCKOPOJICHUS, arPECCHIO,
3aIyTMBaHKe; XYJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHHE C TOMOIIBIO PA3INYHBIX HHTEPHET-
CEpPBHCOB.

OCHOBHBIE COBETHI 11O BOPBBE C KUBEPBYJIJIMHI'OM:

He Opocatics B 00it. JIydmmii crmoco6: mocoBeToBaThCS Kak ce0s1 BECTH U, €CJIM HET TOTO, K KOMY
MOYKHO OOPaTUTHCS, TO BHAUAJIe yCIOKOUTHCS. ECITu Thl HaYHETh OTBEYaTh OCKOPOJICHUAMHU Ha
OCKOPOJICHUS, TO TOJIBKO elle OOJIbIIe Pa30XkKKeIb KOH(IUKT;

VYmpasisii cBoelt kubeppermyraiuei;

AHOHUMHOCTH B ceTH MHUMasl. CyIIeCTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

He ctouT BecTu Xynuranckuii o0pas BUPTyaabHOM *KU3HU. IHTepHET PUKCUpPYET BCe TBOU
NEHCTBUS M COXpaAHSIET UX. Y TAMUTh UX OyJeT KpaiiHe 3aTpyTHUTEIBHO;

Cobmtonaii cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyii equHn4HbIN HeraTuB. OTHOPa30Bble OCKOPOUTEIbHBIE COOOIICHHS TyYIlIe
UrHopupoBaTh. OOBIUHO arpeccus IpeKpamiaeTcs Ha Ha4aabHOW CTaANH;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH, B COIIMATILHBIX CETIX €CTh
BO3MO>KHOCTb OJIOKUPOBKH OTIPABKH COOOIIEHUM C ONPEIEICHHBIX aJIPECOB;

Ecau ThI cBUaETEND KI/I6ep6YJ'IJ'II/IHFa. TBou ﬂeﬁCTBHHZ BBICTYIIUTH IIPOTUB IIPECICAOBATCIIA,
IoKasaTtb €My, 4TO €TI0 }ICI\/'ICTBI/ISI OLCHUBAIOTCA HCTAaTUBHO, MOAACPKATD KCPTBY, KOTOpOﬁ
HYXHa ICUXOJOTNYCCKas MNoMoIlb, COO6H_II/ITL B3POCJIBIM O (baKTe arpe€CCUBHOTO MMOBCACHUS B
CCTH.

MOBUJIbHBIN TEJTE®OH

CoBpemenHbIe cMapT(HOHBI U TUIAHIIETHI COAepKaT B ce0e BIOTHE B3POCIbINA (DYHKITMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTALlMOHAPHBIMU KOMIIbIoTepamMu. OJHAKO, CPENICTB
3aIIUTHI JUISI TOJOOHBIX YCTPOMCTB MOKa O4eHb Masio. TecTupoBaHUE U MIOUCK YSI3BUMOCTEH B
HUX MMPOUCXOAUT HE TaAK MHTCHCUBHO, KaK JJI HK, TO K€ caMO€e KacaeTcs 1 MOOMJIBHBIX
npunokeHnid. CoBpeMeHHbIe MOOUITbHBIE Opay3ephl yKe MPaKTHUECKU JOTHAIIM HACTOJIbHBIE
aHaJIOTH, OJIHAKO pacHIMpeHne (PyHKIIMOHAIA BIIEYET 3a COOON OOJIBIITYIO CIIOKHOCTh U
MEHBIITYIO 3alUIICHHOCTb. [laieko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS,
3aKPBIBAIOIINE KPUTUUECKHE YI3BUMOCTH JIJISI CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JISA BE3OITACHOCTHU MOBUWJIBHOT' O TEJIE®OHA:

Huuero He saBnsercs MMO-HACTOAIICMY OCCILJIATHBIM. ByI[B OCTOPOIKCH, BCJb KOrJa Tebe
npeajiararoT OeCIIIaTHBIN KOHTCHT, B HCM MOT'YT OBITH CKPBITBI KAKUC-TO IUIATHBIC YCIIYT'U;

Hywmaii, mpexe uem otnpaBuTbh SMS, ¢oto nunm Buaeo. Thl TOYHO 3HACIIB, T/I€ OHU OYIyT B
KOHEYHOM HuTore?

Heo6x0a1Mo0 0OHOBIATE ONEPAMOHHYIO CUCTEMY TBOETO CMapT(hOHA;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI JJIs1 MOOMITBHBIX TEJIe(hOHOB;

He 3arpy:xaii mpuiioskeHusi 0T HEU3BECTHOTO HCTOYHUKA, BEJIb OHU MOTYT COJIEPKATh
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeYeHUE;



[Tocne Toro Kak ThI BBIMIEIIb C caiiTa, T/Ie BBOIWI JIMYHYIO HHPOPMALIUIO, 32111 B HACTPONKHU
Opay3epa u ynanu cookies;

[lepuoanyecku mMpoBepsii Kakue IIaTHBIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEpE;

JlaBaii cBoii HOMep MOOMIIBHOTO Tene(oHa TOIBKO JOASIM, KOTOPBIX ThI 3HACIIH U KOMY
JIOBEpsiCLIb;

Bluetooth gomken ObITH BBIKITIOUECH, KOTAa ThI KM HE TOJb3yelibes. He 3a0biBaii HHOT 1A
MIPOBEPSITH ITO.

ONLINE-HUI'PBI

COBpCMeHHHe OHHaﬁH-HFpBI — OTO KpPAaCOYHBIC, 3aXBATbIBAOINEC PA3BJICYCHN, 061>exmﬂsnonme
COTHH TBICAY YCIIOBCK 110 BCEMY MUDY. I/IFpOKI/I HCCIICAYIOT I[aHH]':»Iﬁ UM MUD, O6H_[8.IOTC$I Apyr c
APYrom, BBITIOJHAIOT 3aJaHusd, CPAKAOTCA C MOHCTpaMHU U MMOJIY4YarOT OIIBIT. 3a YAOBOJILCTBUC
OHU IUIATAT: [IOKYIAOT AUCK, OIIIaYUBAIOT a0OHEMEHT HMIIU an/I06peTa10T KaKHuC-TO OIILMH.

Bce st cpeacTBa UAYT HA NOAACPKAHNEC U PAa3BUTUC UI'PHI, 4 TAKIKC HA CaMy 0€30I1aCHOCTb:
COBCPIICHCTBYIOTCA CUCTEMbI aBTOPHU3allMH, BBIITYCKAIOTCA HOBBIC IMATYN (III/I(i)pOBI)IC 3allJIaTKH
JUIA nporpaMM), 3aKPbIBAOTCA YA3BUMOCTHU CCPBCPOB. B HOI[O6HI>IX Urpax CTOMT OI1aCaTbCA HC
CTOJIbBKO CBOMX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO I1apoJisd, Ha KOTOPOM OCHOBaHa CUCTEMaA
ABTOpU3alun OOIBIINHCTBA urp.

OCHOBHBIE COBETHDI I10 BE3OITACHOCTH TBOEI'O HTPOBOI'O AKKAYHTA:

Ecnu apyroit urpok Benet ceOs MI0X0 WK CO3JaeT TeOe HENPUATHOCTH, 3a0JIOKUPYH €ro B
CIIHICKE UTPOKOB;

[Tokanyiics aAMHUHHCTpATOpPaM Urpbl Ha MJIOXO€ MOBEAECHHUE ITOTO UTPOKA, JKETATEIbHO
MPUIOKUTH KaKHE-TO JI0Ka3aTelbCTBa B BUJIE CKPUHOB;

He yxaspiBail mnunyto nHdopmaiuio B podaiine urpsi;
VYBakail Ipyrux y4aCTHUKOB I10 UIPE;

He ycranaBnuBail HeodunaibHbIe TaT4YU U MOJIBL;
Ncnosnb3yil CIOXKHBIE U pa3HbIE TAPOJIH;

Jlaxe BO BpeMsi UTPbI HE CTOUT OTKJIKOYaTh aHTUBHpPYC. [Ioka ThI urpaemns, TBOM KOMITBIOTED
MOTYT 3apa3HTh.

OUHIINHI" NI KPAXA JIMUYHBIX JTAHHBIX

OObIUHOI Kpaskel JIeHeT U IOKyMEHTOB CeTOIHS YK€ HUKOT0 He yAUBHIIIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTHIA 37I0yMBIIUICHHUKN TIEPEMECTHIINCH B HHTEPHET, U TIPOJIOJIKAIOT
3aHUMAThCS WIHOOMMBIMY J1eloM. Tak mosiBUiIach HOBast yrpo3a: HHTEPHET-MOLIEHHUYECTBA HITH
(bUIIMHT, TIaBHAS [ENIb KOTOPOTO COCTOMT B TOJYYCHUN KOH(DHUICHIINATBHBIX TaHHBIX
NOJIb30BaTeNel — JIOTUHOB U naposeld. Ha anrauiickom s3bike phishing unraercst kak GpUIIMHT
(ot fishing — pwiOHast moBs, password — Mmaposib).

OCHOBHBIE COBETbBI 11O BOPBBE C ®PUIIINHI'OM:



Crnenu 3a cBOUM aKkkayHTOM. Eciiv ThI TO103peBacIiib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO
He00X0IuMO 3a0JI0KHPOBATh €€ U COOOIIUTH aIMUHUCTPATOPaM pecypca 00 3TOM KakK MOKHO
cKopee;

Hcnonw3yit 6e30macHbie Be0-CaThI, B TOM YHCJIE, UHTEPHET-Mara3nHOB U TIOMCKOBBIX CHUCTEM;

Hcnone3yit crokHble U pa3Hble nmapoiu. TakuM o0pa3om, eciiu Tedsi B3IOMaloT, TO
37I0YMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

Ecnu Te6st B3momanu, To He00X0AUMO MPEAYPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPHIE
no0OaBiieHb! y T€Os B IpY3bsIX, O TOM, YTO T€OS B3JIOMaJIU U, BO3MOXHO, OT TBOETO UMEHH OyAeT
pacchlIaThes CIaM U CChUIKM Ha (DUIIMHIOBBIE CAMThI;

YcranoBu HanexHbIH maposib (PIN) Ha MoOUIBHBIN TenedoH;
OTKITIOUM COXpaHEeHue MapoJst B Opaysepe;

He oTkpbiBaii haiinbl v Apyrue BIOKEHHs B TUCbMaX JIaXKe €CJIU OHU MPHUILUIA OT TBOUX JIPY3€il.
Jly4ie yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (hailibl;

[MUO®POBAA PEITYTALIA

[Mu¢posast penyranus - 3T0 HEraTUBHAasi MJIM MO3UTHUBHASL HH(OPMALIKS B CETH O Tebe.
Komnpomerupyromas nHGopmaLus pa3MelleHHasi B UHTEPHETe MOKET Cepbe3HbIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOM ku3HU. «udpoBas pemyramus - 3T0 TBOM UMUK, KOTOPBIN
dopmupyercst u3 uHdopmalu o Tede B UHTEpHETE. TBOE MECTO JKUTENBCTBA, y4eObl, TBOE
(¢hUHAHCOBOE TOJIOKEHUE, OCOOCHHOCTH XapaKTepa U paccKkasbl 0 OJIM3KUX — BCE ITO
HAKaIlJIMBAEeTCs B CETH.

MHorue noJpocTKH JErKOMBICIEHHO OTHOCATCS K IMyOIMKalMK JTUYHON MH(OpMAIUH B
WuTepHere, HE MOHUMAst BO3MOXHBIX MOCIECTBUM. ThI 1aXke HE CMOKEIIb 10TaJaThCsl O TOM,
4To (poTorpadus, pazmelieHHas 5 JeT Ha3al, cTajla IPUUYNHON OTKa3a MPUHATH Te0s Ha paboTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u apyrue AeCcTBUS MOTYT HE HCUE3HYTh Jaxe
MOCJI€ TOTO, KaK Thl UX YJAIHIIb. Thl HE 3HACIIH, KTO COXPAHMII ATy HH(POPMAIIHIO, TI0TIaJia JIU
OHA B MMOMCKOBBIE CUCTEMBI M COXPAaHUIACh JTU OHA, a TJIABHOE: YTO MOAYMaIOT O Te0e
OKpPY>KaloIIlee JIF0/Id, KOTOpbIe HAUAYT U yBUAAT 3T0. HaliTn nHdopmaIuio MHOTO JIET CITyCTS
CMOKET JII000i1 — Kak U3 T0OPBIX MOOYKACHHI, TaK U C HAMEPEHHEM MPUYUHUTE Bpell. ITO
MOET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI 110 3AIIIUTE [IU®POBOM PENYTAIINU:

[Toxymaii, mpeskae 4yem 4To-To MyOIMKOBATh M NepeaBarh y ceds B 6J0re iU B COLMATIBHON
CeTH;

B nacTpoiikax npoduiis ycTaHOBU OTpaHUYEHUS Ha IPOCMOTP TBOETO MPOPHIISL U €ro
COAEP)KUMOTO, CIETal €ro TOJIBKO «JIJIs IPY3Eh»;

He pa3mernaii 1 He yka3biBaii HH)OpMAIUIO, KOTOPasi MOKET KOT0-JIM0O0 OCKOPOJISTh WIIH
00MXKaTh.

ABTOPCKOE ITPABO

CoBpeMeHHbIE IIKOJbHUKHA— aKTUBHBIE TI0JIH30BATENN IIU(PPOBOro nmpoctpancTBa. OgHaKo
JIaJIeKo HE BCE 3HAIOT, YTO MOJIb30BaHWE MHOTMMHU BO3MOKHOCTSAMH IIU(PPOBOTro Mupa Tpedyer



COOJTIOICHHSI TIPAB HA MHTEIJICKTYAIbHYI0 COOCTBEHHOCTb.

TepMHUH «MHTEIJIEKTYyalbHasi COOCTBEHHOCTB)» OTHOCHUTCS K Pa3IMYHBIM TBOPCHUAM
4eJI0BEYECKOr0 yMa, HaUMHasl C HOBBIX M300PETEHUH 1 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha NMPOJYKTHI U YCIIYTH , M 3aKaHYMBasi KHUTaMH, pororpadusMu, KHHOPUIEMaMH U
MY3bIKaJIbHBIMU TIPOU3BEACHUSIMH.

ABTOpCKHE ITpaBa — 3TO IIPaBa Ha HHTEIUIEKTYaJIbHYIO COOCTBEHHOCTb Ha IIPOU3BEICHUS HAYKU,
JUTEPATyphl U UCKYCCTBA. ABTOPCKHE IIpaBa BRICTYNAOT B KAYE€CTBE FAPAHTUU TOT'O, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyAET HAlpacHbIM, AACT €My CIIpaBeIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOEroO TPy/a, MOJYyYUTh U3BECTHOCThH U IPU3HAHUE.
Hukro 6e3 pa3pernienns aBTopa He MOXKET BOCIIPOU3BOJIUTH €TI0 MPOU3BEIACHHE, PACIIPOCTPAHSITD,
myOJINYHO IEMOHCTPUPOBATH, MPOAABATH, HMMIIOPTHPOBATH, ITYCKATh B MPOKAT, MMyOITMYHO
UCIIOJIHATD, I0KA3bIBATh/UCIOIHATH B 3(Hpe UK pa3meriaTts B IHTepHeTe.

Vcnonb30BaHue «IIMPATCKOrO» MPOrpaMMHOI0 0OeceYeHusI MOXKET IPUBECTH K MHOTUM
pHCKaM: OT IOTEPH JAHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKHU TBOET'O YCTPOWUCTBA, I/ie
YCTaHOBJIEHHBIN HE JierajpHas nporpamma. He ctout takxke 3a0bIBaTh, UTO CYIIECTBYIOT
JerajabHble U OeCIIaTHBIE IPOTrPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.



